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Survey of Current Best Practices and Utilization Standards

Executive Summary

This document presents the results of an extengve survey of the current use of standards and
best practices to assure that Information Resource (IR) projects are successfully completed on
time, within budget and with the intended benefits. Federd government, state government, and
private sector organizations were included in the scope of this survey. Key standards and critical
success factors are identified, with excdlent correlation of these to the internd QA guidelines
and model procedures being developed for Texas agencies. We conclude with a discussion of
trends in the standards and best practices, as well how state governments are using them. State
governments are seen to be following the pattern set in private sector organizations not too long

ago, and continuing today.

1 Survey Purpose and Context

Why This Survey What is the reason this survey was done?

Was Done How should the results be used?
The Legidative The Texas Government Code, Chapter 2054, Subchapter G,
Mandate Sections 2054.151-2054.157 (Information Resources Management

Act, IRMA) requires that each state agency “develop and implement
its own internal quality assurance (QA) procedures’.” It has been
determined that these should “ make use of widely adopted, non-
proprietary standards, guides, and templates wherever possible”.”
Accordingly, this survey has been performed to determine what is
available in the public and private sectors that could be “useful and
adaptable for Texas’.”

What ThisDocument ~ This document provides an overview of the current best practices and

Does standards assuring that IR projects are successfully completed on
time, within budget and with the intended benefits. It summarizes the
critical project success factors found in Federal and state agencies, as
well asin private sector organizations. These factors st the
objectives or desired results that assure a quality project result.

Redationship of this The processes, procedures, checklists, guidelines, templates, tools

Document to the and other descriptive materids found by the survey have been
Interna Qudlity reviewed, evaluated and included as input to the core content of the
Assurance Mode internal QA guidelines and modd procedures, published separately.

! Texas Government Code, Chapter 2054, Subchapter G, Section 2054.151(b)
2 Department of Information Resources Invitation to Negotiate, August 10, 1999, Section 2
3.

ibid.
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Guidelines The appendix shows the results of the public sector search, listing the
web site or other source of each artifact we reviewed. Private sector
artifacts are not generaly available outsde the developing
organization for competitive reasons. However, TeraQuest has drawvn
on its experience with many clients in the private sector to incorporate
their best practices into the internal QA guiddines and mode
procedures.

2 How the Survey was Performed

Wherethe How was the infor mation collected?
I nformation Came
From

Looking at State and Federd and state government resources were identified using the

Federal Government internet (Appendix A). The web stes of dl fifty Sates were reviewed.

Practices Theweb Ste of the Nationa Association of State Information
Resources Executives (NASIRE) has links to some state Sites.
However, not al states have web sites listed with NASIRE. In other
cases, following rdated links found additiona Information Resources
(IR) web stesthat proved to be more informetive. The nomenclature
for naming the agency with IR respongbility varies among dates. In
some dtates, it isthe Chief Information Officer’s (CIO) site. In others,
atechnology office exigts, while others have something andogous to
DIR. Only those dates having materid that is useful to developing the
DIR internal QA guiddines and modd procedures are listed in
Appendix A. In Section 3, we will discuss the wide digparity that
exists anong states with respect to software QA practices.

Federd Government Stes were usudly discovered by following links
from state sites. Many Federd stes dso have links to other related
stes. In Appendix A, the wedth of avallable materid can be seen by
observing that some of the listings are described as* collections’ of
meaterid, rather than ligs of individud items, thereby keeping the
gppendix to amanageable Sze.

Examining the Private  Private sector artifacts come from three sources:
Sector
1. Web stesof professona and non-profit organizations, such as
the Project Management Ingtitute and the Information Technology
Resources Board
2. Thelibrary of materids collected by TeraQuest from its dlients
over years of doing businessin the private sector. This materia
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What |s Avallablevs.
What's Not Available

3 Key Findings

What State
Governmentsand the
Private Sector are
Doing

Commonly Used
Standards and
Benchmarks

was generdly collected under non-disclosure agreements that
preclude identification of the source.

3. Artifacts developed by TeraQuest that reside in the TeraQuest
Process Asst Library. These have been developed using
industry standards and best practicesin support of training
classes and dient consulting engagements over severd years.

The amount of information avallable from the above mentioned
sourcesisindeed impressive. However, anumber of state web Sites
referenced intra-net Stes that are not publicly accessble. This
suggedts thet there is potentidly much more information available than
we were able to consder in this survey. Accessto thisinformation
can probably best be arranged directly between peer groups within
date agencies. States for which this could prove beneficid indude
- Horida

Georgia

Maryland

Missouri

Washington

How do successful organizations, both public and private, ensure
that they build quality information systems that delight the users,
on time and within budget?

What standards does the industry provide?

How are other states using these?

What is the private sector doing?

In both government and private sectors, there are a small number of
sandards being used to guide the development of information
resource projects.

the Software Engineering Institute's, Capability Maturity Mode®
* for Software

the Project Management Ingtitute's, Project Management Body
of Knowledge (PMBOK)™ ®

the Ingtitute of Electrica and Electronics Engineers , Software

4 Capability Maturity Model is registered in the U.S. Patent and Trademark Office.
®>"PMBOK" is a trademark of the Project Management Institute, Inc. which is registered in the United States

and other nations.
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Software Engineering
Indtitute, Capability
Maturity Model for
Software

Project Management
Institute (PM1° ©),
Project Management
Body of Knowledge
(PMBOK)

Engineering Standards
the Internationa Organization for Standardization (1S0O), 9000
Quadlity Management and Quality Assurance Standards.

These are briefly described below, followed by adiscussion of the
current usage of these standards by other states and the private
Sector.

In 1995, a sgnificant internationa standard was issued as |1SO/IEC
12207, Standard for Information Technology — Software Life Cycle
Processes. This standard is gradually being adopted and tailored to
local use by various nationd groups. In the U.S,, the standard was
issued in three partsin 1996 and 1997, and is now incorporated in
the 1999 |EEE Software Engineering Standards.

The Capability Maturity Modd for Software is one of severa
Capability Maturity Models (CMMs) devel oped at the Software
Engineering Indtitute at Carnegie Mdlon University since the mid-
1980s. In addition to the model for software, there are lso CMMs
for managing people, for software acquisition, for persona software
process, and for systems engineering (done in collaboration with
severd other industry groups). These models share some fegtures,
while content and intended audiences vary.

Each model provides a structured view of its area of focus, generdly
in afive-layer modd of increasingly sophisticated practices for those
working in the area. With the exception of the personal software
process, each isintended to be used by an organization to improve its
overdl cgpability in an incrementd way. Each layer of the modd
provides abasis for continuous improvement in the practices aready
established, as well asthe basisfor the next layer of practices.

The Project Management Indtitute is a thirty-year-old internationd
organization for project management professionds. It has been
indrumenta in codifying project management practices, known asthe
Project Management Body of Knowledge, or PMBOK. The
PMBOK “isaninclusive term that describes the sum of knowledge
within the profession of project management’.” International
standards groups, such as ANS and |EEE, are increasingly

® PMI is a trade and service mark of the Project Management Institute, Inc. which is registered in the
United States and other nations.
"“A Guide to the Project Management Body of Knowledge”, Project Management Institute, Standards

Committee, © 1996, page 3.
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Ingtitute of Electrical
and Electronics
Engineers (IEEE),
Software Engineering
Standards

| nternational
Organization for
Standardization (1S0),
1SO 9000, Qudity
Management and
Quadity Assurance
Standards

State Usage of
Standards

recognizing this common body of knowledge, comprising both
traditiond and innovative practices, as a sandard for sound project
management.

Additiondly, The Project Management Ingtitute certifiesindividuas as
Project Management Professionals (PMP® ®) through a rigorous
program congsting of both experience evauation and knowledge
examination. To date, PMI has certified more than 15,000 individuas
worldwide.

The |EEE standards are widdly used as modes for generating a
variety of project artifacts, such as requirements documents, design
specifications, test documentation and project plans. Standards
covering software acquisition and development processes, and
project measurements are aso included in the collection.

The 1S0 9000 collection is a suite of standards and guiddines that
help organizations implement effective quality sysemsfor the type of
work they do. Two itemsin the collection are most useful to
organizations that design and build software:
SO 9001 — Qudlity Systems Modd for Quality Assurancein
Design, Development, Production, Ingtallation and Servidng
SO 9000-3 — Guiddines for the Application of 1SO 9001 to the
Development, Supply, and Maintenance of Software

SO 9001 covers the requirements for a quality system that supports
the full product life cycle, from initid agreement on adeliveradle,
through design, development, and support of the product. 1SO 9000-
3 provides specific advice for how to interpret the standard for
developing a qudity system of an organization whose product is
primarily software. This guideline has been very useful to software
organizations, since the origina focus of 1S0O 9000 was for managing
manufacturing and process control types of activities, and interpreting
the standards for software was sometimes difficult.

Figure 1 shows the results of our investigation of current state use of
the standards described above. It was developed by searching each
sate’sweb site for references to the four standards cited here.
Because not dl information is avallable on the web, there is some
likelihood that usage may be more prevaent than shown in thistable.

8“PMP” and the PMP logo are certification marks of the Project Management Institute, which are registered
in the United States and other nations.
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Figure 1. — States (Other Than Texas) Usng Standards and I ndustry Best Practices

Standard/Industry Best Practice

States Using’®

Software Engineering Inditute, Software
Capability Maturity Moddl

Kansas, Michigan, Minnesota, North
Carolina, Ohio, Tennessee, Washington

Project Management Indtitute, “A Guide to
the Project Management Body of
Knowledge” , and/or Project Management
Professond certification

Cdlifornia, Missouri, North Carolina, North
Dakota, Oregon, Tennessee

The Inditute of Electrica and Electronics
Engineers, software standards

Cdifornia, Michigan, North Carolina,
Tennessee, Washington

International Organization for Standardization,
| SO 9000-3:1997 “Quality Management
and Quality Assurance Standards — Part 3:
Guidelines for the Application of 1SO
9001:1994 to the Development, Supply,
Installation and Maintenance of Computer
Software”

Cdifornia, Washington

Information Resources  To understand why the standards described earlier are so important

Projects— Critica
Success Factors

to Information Resources (IR) project success, it is necessary to
relate their use to commonly observed critical successfactorsfor IR

projects. Below are representative studies of best practices and
critical successfactorsin IR projects.

Center for Technology
in Government (CTG)

Initsreport “Tying a Sensible Knot: A Practical Guide to State-L ocal
Information Systems’, CTG identifies nineteen best practices that

“should go into the design, development, and operation of any state-
locd information system™.” They are™

1. “Define purpose and scope (of the project)

2. Choose awdll-skilled and respected project leader

3. Recruit the right project team

? States Using means the state has

- publicly identified the best practice or standard as the basis for one or more state practices, or
- artifacts describing practices that contain wording from which compliance with the best practice or

standard can be strongly inferred.

10 “Tying a Sensible Knot: A Practical Guide to State-Local Information Systems”, Center for Technology in
Government, University at Albany, SUNY, June 1997 (available at www.ctg.albany.edu).

" parenthetical comments added by authors.
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No oA

®©

10.
11.
12.
13.
14.

15.
16.
17.
18.
19.

Sdl the project to decision makers (based on project benefits)
Communicate often and clearly with stakeholders

Finance cregtively (multiple funding sources)

Adopt tools and techniques that can manage complexity (sound
management practices)

Look for existing models (in both public and private sectors)
Understand and improve (business) processes before you apply
technology

Match the technology to the job

Use industry standard technology

Adopt and abide by data standards

Integrate with related processes and practices

Use prototypes to ensure understanding and agreement about
design

Choose a capable pilot site

Make the best use of vendors

Train (users) thoroughly

Support users

Review and evauate performance (compare system'’ s actual
operationa performance to expected benefits)”

These practices map very closgly into the areas covered by the Texas
Internd Quality Assurance (QA) Guiddinesfor

Creating a Project Plan,

Monitoring and Controlling a Project,

Developing a Project’ s Expected Benefits and Budget,
Anayzing and Managing Project RisK,

Establishing Project EffectivenessEfficiency Measurements, and
Evauating Project Results

Successful deployment and use of these internd QA guiddines should
significantly increase the success rate of IR projects, based on the
CTG findings.

Finto and Millet, in their book “ Successful Information Systems
Implementation”, offer an empiricaly-based modd of ten critica
success factors for IR projects':

1

“Project Misson — Initid clearly defined god's and generd
directions;

2«successful Information System Implementation: The Human Side”, Jeffrey K. Pinto and Ido Millet,
Project Management Institute, & 1999.
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2. Top Management Support — Willingness of top management to
provide the necessary resources and authority/power for
implementation success,

3. Schedule/Plans— Detailed specification of the individud action
seps for system implementation;

4. Client Conaultation — Communication, consultation and active
ligening to al partiesimpacted by the proposed information
sysem;

5. Personne — Recruitment, selection and training of the necessary
personnd for the implementation project team;

6. Technicd Tasks— Availahility of the required technology and
expertise to accomplish the specific technical action stepsto bring
the information system onling;

7. Client Acceptance — Act of salling™ the fina product to its
ultimate intended users,

8. Monitoring and Feedback — Timely provison of comprehensve
control information a each stage in the implementation process,

9. Communication — Provison of an appropriate network and
necessary data to al key actorsin the information system
implementation process,

10. Troubleshooting — Ability to handle unexpected crises and
deviations from plan.”

Note the close corrdation of the ten factors above with the CTG
findings. Once again, implementation and use of the internal QA
guiddines should significantly enhance the successful completion of
agency IR projects.

One of the best sources for lessons learned and best practicesis the
SPMN web site (Appendix A). The paper named at left “ outlines the
16 Critical Software Practices™ that serve asthe basisfor
implementing effective performance-based management of software-
intengve projects. They are intended to be used by programs desiring
to implement effective high-leverage practices to improve their bottom
line measures —time to fidding, qudity, cos, predictability, and
customer satisfaction —and are for ClOs, PM's, sponsoring agencies,
software project managers, and others involved in software
engineering.” The Sixteen practices are

Project I ntegrity
1. Adopt Continuous Program Risk Management

B |talics appear in book.
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Estimate Cost and Schedule Empiricaly

Use Metricsto Manage

Track Earned Vaue

Track Defects Againg Quality Targets

Treat People as the Most Important Resource

o Uk owdN

Construction I ntegrity

7. Adopt Life Cycle Configuration Management
8. Manage and Trace Requirements

9. Use System-Based Software Design

10. Ensure Data and Database Interoperability
11. Define and Control Interfaces

12. Design Twice, Code Once

13. Assess Reuse Risks and Costs

Product Stability and I ntegrity

14. Inspect Requirements and Design

15. Manage Testing as a Continuous Process
16. Compile and Smoke Test Frequently

For an in-depth discussion of each practice, and its implementation,
please see the paper a the web site. However, looking at the first Six
items, astrong correlation is evident between those items and the
internal QA guiddines.

4 Emerging Trendsin Standards and Best Practices

Where Use of Best How are standards and best practices evolving?
Practicesand How is state use of standards and best practices changing?
Standardsis Going

Evolution of Process The SEI's Capability Maturity Mode for Softwareis currently

Maturity Standardsand ~ evolving toward CMM Integration®™ (CMMI1°™ ™). Theintegration

Frameworks referred to in the modd’ s name is the combination of software and
systems engineering CMMs into one mode. The CMMI project “isa
collaborétive effort sponsored by the Office of the Secretary of
Defense/Acquidtion and Technology (OSD/A& T) with participation
by government, industry, and the Software Engineering Indiitute
(SEI). The project's objective is to develop a product suite that
provides industry and government with a set of integrated products to
support process and product improvement.*>”. CMMI is scheduled

14 CMM Integration and CMMI are service marks of Carnegie Mellon University.
> SEI web site
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for rdease in the mid-2000 time frame. Information is avallable at the
SElI'sweb site.

The next efforts to evolve CMMI are expected to focus on software
acquisition practices, extending the rdlatively new and undevel oped
Software Acquisition Capability Maturity Model to the ream of
systems projects and incorporating it into the integrated mode!.

Internationally, we expect to see, in the near term, a common
framework for performing software process capability assessments.
Thiswill be independent of the process improvement framework
being followed (of which CMMI is an ingtance) This sandard,
ISO/IEC 15504, will provide, if approved, away of evauating
assessment approaches, assuring that a given approach isavdid
measure of software process capability. This standard is currently

undergoing fidd trids.
Evolution of Project The Project Management Indtitute Standards Committee is continuing
Management and to evolve the PMBOK, with extensions specific to information
Commercia Software  systems currently being drafted and evauated. Other related elements
Development under development include an Organization Project Management
Standards Maturity Model, Project Manager Competencies, Project

Taxonomy, and a Work Breskdown Structure (WBS) Practice
Standard. PMI’ s web site has a Standards section containing further
informetion.

The |EEE standards collection has been growing rapidly, while
integrating other sandards into its overall structure. Notable examples
of thisare theincluson of PMI’'s PMBOK Guide and ISO/IEC
12207 “ Standard for Information Technology — Software Life Cycle
Processes.” In addition, dl of the software standards in the 1999
|EEE collection related to the life cycle processes and work products
have been harmonized with the 12207 standard. Each of the relevant
standards has either been re-written to comprehend the processes as
defined in 12207, or an appendix has been added to the standard
showing how its eements map to corresponding eements of
|SO/IEC 12207.

Evolution of Military Mogt of the software industry standards trace their ancestry to the

Software Standards Department of Defense (DoD) military standards. There has been a
lot of change in military standards over the last severd years,
culminating in the current recommendation that military software
development be done with commercia standards, specifically 12207-
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based standards.

For many years, the defense industry and other government
organizations used Military Standard 2167A, Defense System
Software Development, last updated in 1998.

In the late 1980s, the DoD decided to consolidate 2167A and
their information systems standard into a single standard known
as Military Standard 498, Software Development and
Documentation. As this standard was being completed in the
mid-1990s, DoD began working under new defense acquisition
regulations that removed acquirer-mandated standards, alowing
the supplier to follow commerciad standards. 498 was
recommended as an interim standard, while an gppropriate
commercia standard was created.

In 1995, ajoint effort of the IEEE and the Electronics Industries
Association (EIA) produced an interim standard for both military
and commercid use, known as Joint Standard 16 (J-016,
Standard for Information Technology Software Life Cycle
Processes, Software Development) based on technical content in
ISO/IEC 12207. This functioned as an appropriate standard for
military acquistions for severd years, until the 3-volume
IEEE/EIA 12207 standard was issued in 1996 and 1997 as the
U.S. verson of the international standard. At this point, the U.S.
Department of Defense recommends use of IEEE/EIA 12207 for
work done by defense agencies and as the default for suppliers
seeking advice.

The table shown in Figure 1 is, perhaps, alittle surprising. It indicates
argpidly expanding effort in state governments to establish and
maintain control of IR projects. In most cases this has been mandated
by legidation. In some, it isbeing driven by Y 2K project
requirements. In sifting through the documentation and web ste
content we have reviewed, severd key trends emerge:

1. The SEI’'sCMM for Softwareis an increasingly popular
framework for establishing sound IR project processes. Even
without formal assessments, state agencies are finding vdue in the
structured approach to establishing good engineering and
management practices,

2. The PMBOK isbeing smilarly used to develop interna project
management skills and capabilities. While PMP certification is not
customarily mandated, thereisalot of emphasis being placed on
project management training that is PMBOK -compliant;
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3. Both the CMM for Software and the PMBOK make frequent
reference to key documentation elements as the basis for
establishing and maintaining project control. The |EEE software
standards provide readily available models for such
documentation. Such models are easly tallored to fit specific
organization and/or project needs,

4. Usudly, 1SO 9000-3 isimperative only for those organizations
wishing to do business outside the United States. However, as an
externd benchmark for quality information systems products and
development processes, it offers valuable guidance in establishing
appropriate processes and documentation.

The trends mentioned above are very much pardld to what has been
going on in the private sector at a somewhat faster pace of adoption.
Driven by unacceptably large numbers of faled information systems
projects, and the harsh redlities of Y 2K compliance, there has been a
dramatic increase in the number of private sector organizations that
are aggressively pursuing the use of the standards and best practices
mentioned here as a core surviva drategy.
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Appendix A. Federal and State Gover nment Resour ces

State or Document Document Document
Agency URL Title Type Description
1. Arizona www.gitastateaz.ug | Information Technology PR Descriptions of how mgjor projects are
Project and Investment centrally monitored and reported on.
Monitoring
2. Arizona www.gitagtateaz.ug | Monthly status report BP A monthly report form for monitored projects
3. Arizona www.gitastateaz.ug | Policies, Standards, and PY Ten categories of items; none are SW
Procedures acquisition or development-related guidance
4. Arizona www.gitastateaz.us | Project Judtification and BP Descriptions of how projects are launched and
Overdght reviewed by gate oversght team (much like
Texas QAT)
5. Arizona www.gitastateaz.us | Web Practices Guiddine GL under development — set of practices and
guiddinesfor putting materia on the Web
6. Arkansas www.disstatear.uswo | Strategic Information oT Outlines the gods and objectives of IT in AR
rkinggroups/SP WG/I | Technology Plan
TPLAN.htm
7. Arkansas www.dis.state.ar.us’wo | Technology Policies and PY Policies about security, privacy,
rkinggroups/SP WG/P | Standards interoperability of systems, technology
S.htm purchases, etc. Not software devel opment
related
8. Cdifornia www.doit.ca.gov/Repo | Information Technology: BP A narative summary of the uniform process
rts’'DecemberReport.as | Project Initiation and for initiating, gpproving, and changing Sate I'T
p Approva Report projects
9. Cdifornia www.doit.ca.gov/SIM | Overview of Project PY High level description of what's expected of
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State or Document Document Document
Agency URL Title Type Description
M/ProjectManagement | Management and projectsin the areas generdly found in CMM
[ProjManPolicieshtm | Oversght Policies L2; SAM ismissng
10. Cdifornia www.doit.cagov/SIM | Statewide Information PY, PR Manud of policies and procedures, induding
M/default.asp Management Manud Risk Assessment modd, Project management
(SIMM) Methodology, Y 2K materids, policies,
guiddlines (dso includes a Qudity Planning
procedure)

11. Center for www.ctg.albany.edu A Survey of System BP A survey of widdy used software
Technology in Devel opment Process development processes, useful for project
Government Modes planning purposes.

12. Center for www.ctg.albany.edu Tying a Sengble Knot: A BP A collection of best practices drawn from a
Technology in Practical Guide to State- study of successful sate-local government
Government Locd Information partnership IT projects.

Sysems
13. Colorado www.state.co.us/gov Systems Devel opment PY Policy governing the creetion of an
dir/gssimc Methodology Policy appropriate methodology covering new
goplication development, gpplication
maintenance or modifications'enhancements,
and/or new software acquisitions.

14. Colorado www.state.co.us/gov Systems Documentation PY Policy governing the creation of appropriate

dir/gssimc Policy documentation for new agpplication
devel opment, application maintenance or
modifications'enhancements, and/or new
software acquisitions.

15. DaD, Office of the | http://www.acq.osd.mil | Pointersto anumber of BP Covers, amnong other things, policiesand
Under Secretary of | /sa/lse/index.htm documents on various guiddines for software engineering,
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State or Document Document Document
Agency URL Title Type Description
Defense for systems enginesring configuration management, quality assurance
Acquistion and topics and risk management. Also hasalink to the
Technology — Defense Acquisition Handbook, an exhaudtive
Sysems reference for systems acquigtion activities.
Acquisition
16. DoD, Data & www.dacs.dtic.mil/data | Pointers to a number of BP Includes
Analyss Center for | bases/url/key.htskeyc | documents used by Software Forma I nspections Guidebook
Software 00e=14:124:170&ido | DoD/NASA for Software Forma Inspections Standard
werlevel=1 ingpections Software Technology Reference Guide —
Software Inspections
17. Horida http://mail.irm.gatefl.us | Controls & The GL Describes recommended controls for both the
/ Informetion Technology IT project and the system being built.
Project
18. Horida http://mail.irm.gatefl.us | Cost/Benefit Anadyss TL A st of Excd spreadsheets for estimating the
/ Worksheet costs and benefits of proposed IT projects.
19. Florida http:/mail.irm.gatefl.us | Feasbility Study GL A =t of guiddinesfor conducting feasbility
/ Guidelines studies associated with new I T projects.
20. Forida http://mail.irm.gatefl.us | Information Systems PY Policy mandating each agency to create an
/ Devdopment Information Systems Development
Methodology Policy Methodology (ISDM). The ISDM includes,
minimaly, drategic planning, project
management and quaity assurance.
21. Information http://mwww.isacaorg/c | COBIT Control PS Information Systems Audit and Control
Sysems Audit and | obit.htny Objectives Foundation’ s attempt to define a generdly
Control applicable and acceptable standard for good
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State or Document Document Document
Agency URL Title Type Description
Association IT security and control practices. Thisisan
expanded and more detailed treatment of the
Framework.

22. Informéation http://mwww.isaca.org/c | COBIT Executive PS Information Systems Audit and Control
Sysems Audit and | obit.htry Summary Foundation’ s attempt to define agenerdly
Contral applicable and acceptable standard for good
Association IT security and control practices. This

document is an overview of the entire set of
practices.

23. Information http://mww.isaca.org/c | COBIT Framework PS Information Systems Audit and Control
Sysems Audit and | obit.htnv Foundation’ s attempt to define a generdly
Contral applicable and acceptable standard for good
Association IT security and control practices. The

Framework isaset of high-level control
objectives and an associated classfication
structure.

24. Information www.itrb.gov Assessing the Risks of BP A “tool to assst Federd organizationsin
Technology Commercid-Off-The clarifying the myriad risks their organization
Resources Board Shdf Applications will encounter when facinga COTS

implementation.”

25. Information www.itrb.gov Lessons Learned BP A collection of best practices reflecting “each
Technology ITRB member’s own experience, and the
Resources Board Board' s unique perspective based upon

assessments of Federd information systems
projects.”

26. Information www.itrb.gov Managing Informetion BP/CK ..." contains a broad array of questionsin nine
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Technology Systems: A Practica areas from which to evauate information
Resources Board Assessment Tool technology systems. misson and vision,
customer's, business focus, executive direction,
cgpita planning, project management,
performance management, acquisition, and
architecture.”

27. Information www.itrb.gov Project Management BP A “handbook derived from reviews of mission
Technology Handbook criticad Federd information systems projects.
Resources Board Describes a concise, high-level framework for

project management. Provides practica
suggestions for Federa executivesinvolved in
management of misson critical information
systems.”

28. Kansas www.ink.org/public/kir | Policies PY A collection of palicies, including project

C planning and monitoring.
29. Massachusetts www.state.mausosc | A Guideto System BP Provides“an outline for system
Implementation implementation and is based on the
experiences of the implementation teams who
have worked to successfully roll-out new or
enhanced systems to users throughout state
government.”

30. Massachusetts www.state.ma.usosc | Information Technology BP This Resource Book has been developed for

—Project Management OSC project managers, or Project Drivers, to
Resource Book give them specific guiddines and explain

adopted standards for IT project management
at the Comptroller’ s Office,
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31. Michigan www.gtate.mi.us'dmb/ | Year 2000 Project PR Describes the procedures used by the State of
oas/itsd Office Qudlity Assurance Michigan Y ear 2000 Project Officeto
Review Procedures conduct Agency Y ear 2000 project quality
assurance reviews.
32. Michigan www.gatemi.usdmb/ | Year 2000 Software BP “Providesingghts and guidance to agency
oaslitd Quality Assurance Y ear 2000 Quality Assurance Andysts with
Program Manud respect to ensuring that critica software
applications are remediated and operate in the
Y ear 2000 and beyond. It outlinesthe
components and sdient issues rlevant to
designing and implementing an effective qudity
assurance program.”
33. Minnesota WWw.ot.state.mn.us Information Resource GL “Explains how the information resource
Development: development (IRD) management framework
Management Framework for Minnesota government can be used to
control IRD. State agencies can usethis
guiddine to improve the qudity of their
information resources and manage the
processes used to develop those information
resources.”
34. Minnesota WWw.ot.state.mn.us Project Management GL “Provides a recommended organizationa
Budget Request guide for project management and describes
Guiddine FY 1998 - the OT (formerly 1PO) information resource
1999 budget request requirements for project
management.”
35. Missouri WWW.oit.state.mo.us Configuration GL Guidelines and best practices for implementing
Management Guidelines configuration management in I T projects.
and Best Practices
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36. Missouri WWW.oit.stlate. mo.us Decison Item GL Requirements for projects needing forma
Requirements approval to proceed.

37. Missouri WWW.oit.stlate.mo.us Project Management — oT The charter of the project respongble for
1998 Project Charter building project management guidance for

date agencies.

38. Missouri WWW.oit.atemo.us Project Planning GL Guiddines and best practices for implementing
Guidelines and Best project planning in IT projects.
Practices

39. Missouri WWW.oit.state.mo.us Project Tracking GL Guidelines and best practices for implementing
Guidelines and Best project tracking in I'T projects.
Practices

40. Missouri WWW.oit.stlate. mo.us Requirements GL Guidelines and best practices for implementing
Management Guidelines requirements management in I T projects.
and Best Practices

41. Missouri WWWw.oit.satemo.us Risk Management GL Guiddines and best practices for implementing
Guidelines and Bet risk management in IT projects.
Practices

42. NASA www.ivw.nasagov./S | NASA Guidebooks and GL A collection of guiddinesfor building large

WG/resources/ Standards projects.

43. NASA satc.gsfc.nasa.govicrm/ | NASA Publications— TL NASA developed publications, papers, and
Software Assurance reports pertaining to risk management and risk
Technology Center assessment. (Thissteaso hasalink to

IV&V)

44. New Mexico WWW.Ci0.state.nm.us Project Management PY Policy for use of forma project managemen.

Policy Includes project classfication based on risk.
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45. North Carolina www.state.nc.usirm | Example of Composite BP An overview report of major agency I T
Project Status Report projects showing not only project status,
but also maor QA activities planned and
compl eted.
46. North Carolina www.state.nc.usirm | Individua Project BP A template for use by an agency to report
Status Report the status of a project.
47. North Carolina www.state.nc.usirm | Project Proposal CK A checklist for assuring that “essential
Checklist activities have been planned or performed”,
used as part of independent QA reviews
during the project.
48. North Dakota www.state.nd.uslisd | Guidelinesfor GL Guidelines to “ help agencies document the
Developing a Project business case for large projects.”
Business Case
49. Software Program | www.spmn.com/critic | 16 Critical Software BP The "16-Point Plan™ and Templates for
Managers a_software practices | Practices™ for Critical Software Practices™" contain the
Network html Performance-based 16 practices (9 best and 7 sustaining) that
Management are the key to avoiding significant problems
for software development projects. These
practices have been gathered from the
crucible of rea-world, large-scale, software
development and maintenance projects.
50. Tennessee www.state.tn.us/finan | IT Methodology BP Defines technical approach for the IT
celoir Project Intranet page Methodology Project
51. Tennessee www.state.tn.us/finan | IT Methodology BP A project plan for implementing formal
celoir Project — Project Plan project management processes in state
agencies
52. U.S. Dept. of http://cio.doe.gov/sgs | Analysis of Benefits and GL These guidelines “explain the usefulness of
Energy €/ [link updated 08/22/01] Costs (ABC's) ABC's in making choices among competing

Guiddine, Volumes 1-3

alternatives concerning Information
Resources Management (IRM).”
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53. U.S. Dept. of http://cio.doe.gov/sgs | Automated Office BP “Describes the standards, processes and
Energy €/ [link updated 08/22/01] Systems Support procedures used to support the consistent
Quality Assurance Plan ddivery of high-quality, professional
products and services.”
54. U.S. Dept. of www.orau.gov/pbm/d | How to Measure GL A guideto “assist in the devel opment,
Energy ocuments/documents. | Performance: A utilization, evaluation, and interpretation of
html [iink updated 08/22/01] | Handbook of performance measurement techniques and
Techniques and Tools tools’.
55. U.S. Dept. of http://cio.doe.gov/sgs | In-stage Assessment GL Defines the process for planning and
Energy €/ [link updated 08/22/01] Process Guide conducting independent reviews of system
development and maintenance projects.
56. U.S. Dept. of http://cio.doe.gov/sgs | Project Planning TL A tool to “enable project teams (immediate
Energy €/ [link updated 08/22/01] Questionnaire and extended) to be cognizant of the
disparate planning activities which can
affect project outcome. Provide early
notification to the stakeholders that a new
project may involve their area, and
information to help plan resource estimates
and identify risks.”
57. U.S. Dept. of http://cio.doe.gov/sgs | Software Project CK This checklist is intended to “provide
Energy €/ [link updated 08/22/01] Planning Checklist system owners, project managers, and other

information system devel opment and

mai ntenance professionals with guidance in
identifying and planning software project
planning activities. The checklist reflects
recognized software project planning
activities to be performed throughout the
information system (IS) life cycle.”

Page 23

Version 0.9




Survey of Current Best Practices and Utilization Standards

State or
Agency

URL

Document
Title

Document
Type

Document
Description

58. U.S. Dept. of
Energy

http://cio.doe.gov/sas
€/ [link updated 08/22/01]

Software Project
Tracking Checklist

CK

This checklist is intended to “provide
system owners, project managers, and other
information system devel opment and

mai ntenance professionals with guidance in
identifying and planning software project
tracking activities. The checklist reflects
recognized project tracking activitiesto be
performed throughout the information
system (1S) life cycle.”

59. U.S. Dept. of
Energy

http://cio.doe.qov/sas
€/ [link updated 08/22/01]

Software Quality
Assurance Checklist

CK

This checklist is intended to “provide
system owners, project managers and other
information system devel opment and

mai ntenance professionals with guidance in
identifying and planning software quality
assurance (SQA) activities. The checklist
reflects recognized SQA activitiesto be
performed throughout the information
system (1S) life cycle.”

60. U.S. Government
Accounting Office

Wwww.gao.gov

Assessing Risks and
Returns. A Guide for
Evauating Federa
Agencies IT
Investment Decision-
making

GL

Provides a structure for evaluating and
assessing how well an agency selects and
manages | T resources.
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61. U.S. Government | www.gao.gov Executive Guide: GL A suggested framework for developing and
Accounting Office Measuring Performance implementing IT performance management.
and Demonstrating
Results of Information
Technology
I nvestments
62. U.S. Government | www.gao.gov Information GL Provides a*“logical framework for
Accounting Office Technology: An Audit evaluating” 1T acquisitions, focusing on
Guide for Assessing risk assessment.
Acquisition Risks
63. Virginia www.cim.state.vaus | Mission Focused BP A collection of best practices for
Information developing information systems for state
Management government agencies.
64. Virginia www.cim.state.va.us | Model Standard for GL Provides a“model structured approach for
Large-Scope Projects defining, developing and implementing
large-scope information systems projects in
state agencies.”
65. Virginia www.cim.state.va.us | Model Standard for GL Provides a“model structured approach for
Maintenance and managing maintenance and enhancement
Enhancement Projects projects for existing information systems.”
66. Virginia www.cim.state.va.us | Model Standard for GL Provides a“model structured approach for
Small-Scope Projects defining, developing and implementing
small-scope information systems projectsin
state agencies.”
67. Washington www.wa.gov/dis Cost Benefit Analysis TL An MS Excel spreadsheet for performing
Worksheet cost benefit analysis of state IT projects.
68. Washington www.wa.gov/dis Feasibility Study GL Provides guidance in performing feasibility
Guidelines studiesfor IT projects.
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69. Washington www.wa.gov/dis Information BP Describes the details of portfolio
Technology Portfolio management for state agencies.
Structure and Content
Standard

70. Washington www.wa.gov/dis Portfolio-based BP A description of Washington's portfolio-
Information based approach to IT project selection and
Technology (IT) management.
Management and
Oversight

71. Washington www.wa.gov/dis Portfolio Management TL A MS PowerPoint management briefing on
Training portfolio management.

72. Washington www.wa.gov/dis Project Management GL Guidance for state agencies on performing
Guiddine project management.

73. Washington www.wa.gov/dis Quality Improvement BP The overal plan for improving the quality
Plan of information systems, including a

discussion of the rationale for using
portfolio management.
74. Washington www.wa.gov/dis Responsihilities and GL “This document isintended to serve asa

Obligations for Quality
Assurance

model for procurement and contract language,
facilitating a consistent approach across state
government. The god is to establish common
expectations among state agencies, QA
vendors, the Department of Information
Services (DIS) and the Information Services
Board (1SB), about the role of QA under
Portfolio-based Information Technology (IT)
Management and Oversight.”
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75. Washington www.wa.gov/dis Software Life Cycle GL This guideline describes “the software life

Management Guideline

cycle management concept, the need for
change to the current software development
model, current initiatives, benefits,
applicability to agencies, and critica
success factors.” It “sets forth a description
of essential stepsto be taken to implement
alife cycle process.” It also includes a
“brief description of establishing a software
performance improvement measurement
and change management process, and the
need for teamwork.”
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